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1. Methodology

As the global leader in Distributed Denial of Service (DDoS) attack mitigation, Nexusguard 

observes and collects real-time data on threats facing enterprise and service-provider 

networks worldwide. Data is gathered via botnet scanning, Honeypots, ISPs, and traffic 

moving between attackers and their targets. The analysis conducted by Nexusguard and our 

research partner, attackscape.com (https://www.attackscape.com/), identifies vulnerabilities 

and measures attack trends worldwide to provide a comprehensive view of DDoS threats.  

Attacks and hacking activities exert a sizeable impact on cybersecurity. Because of the 

comprehensive, global nature of our data sets and observations, Nexusguard is able to 

evaluate DDoS events in a manner that is not biased by any single set of customers or 

industries. Many zero-day threats are first seen on our global research network. These 

threats, among others, are summarized in our quarterly reports.
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2. Key Observations for Q2 2017

• UDP-based (User Datagram Protocol) attacks accounted for 77.4%, representing a 15% 

increase over Q1. 

• 23.68% of attacks targeted a single vector, while the rest (76.32%) were blended, multi-

vector attacks. 

• More than 64% of attacks lasted less than 90 minutes; only 2.3% lasted longer than 1,200 

minutes (20 hours). 

• 90% of attacks were smaller than 10Gbps (that’s large enough to knock a firewall or IPS 

offline, or take down networks that don’t have high-capacity, anti-DDoS mitigation). 

• About 34% of attacks originated from the People’s Republic of China (PRC), while 20.9% 

and 10.1% had IP sources, respectively, in the US and Switzerland. 

• Within the Asia Pacific region (APAC), about 75% of attacks originated from the PRC, 

11% from Hong Kong, and 3.5% from Australian IP addresses. 
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3. Quarterly Focus: 
    UDP Flood the Most Common Attack Method

3.1 Major DDoS Events
• UDP-based attacks took down DNS servers at France’s major news sites following the conclusion of that nation’s 

presidential election. 

• North Korea was suspected of having built a massive botnet code named “Hidden Cobra” to launch UDP-based 

attacks (Source: US-Cert).

• The public comment system of the Federal Communications Commission’s website was hit by a DDoS attack, 

resulting in an outage of the FCC’s entire site. 

• A new botnet dubbed Persirai was discovered targeting more than 1,000 different models of IP cameras. 

3.2 Major Types of UDP-based Attacks 
• UDP Port - UDP Flood relies on high traffic volume (measured by bits per second) or large packet sizes (packets 

per second) flooding a UDP port to exhaust a target’s resources. We observed that the packet size of almost 90% 

of UDP Flood attacks was larger than 1,090 bytes, a size considered malicious. In the quarter, most UDP attacks 

leveraged large, oversized packets to exhaust targeted UDP ports. 

• Amplification - When attackers use an amplification factor to multiply the power of their attacks, a relatively 

small amount of resources can cause a significant number of malfunctions or failures. 

 

nexusguard.com

UDP Flood (User Datagram Protocol) was the most common DDoS method used in the 
quarter, surging 168% beyond Q4 2016’s level. Similar to SYN Flood by nature, UDP Flood is 
faster, simpler, and cheaper to launch through botnets, including hijacked IoT devices. It can 
also easily be manipulated to leverage an amplification factor to increase the attack size 
exponentially. The spread of IoT botnets over the past year is believed to have fueled the 
substantial growth of UDP-based attacks in recent quarters. 
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• IP Fragmentation - An attack is launched by transmitting a fraudulent UDP larger than the network’s maximum 

transmission unit (MTU), usually around 1,500 bytes. Because the fake packets can’t be reassembled, the resources 

of target servers are quickly consumed, rendering them unavailable. 
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Figure 1. UDP-based Attack Counts, Q4 2016 - Q2 2017
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3.3 UDP-based Attack Summary
In the quarter, UDP-based attacks increased by 168% over Q4 2016. About 85% of all DDoS attacks were classified as 

UDP-based attacks. The average size was 4.63Gbps, which is large enough to overwhelm target networks without a 

high-capacity DDoS mitigation solution.

3.4 Comments & Recommendations
• To minimize their impact, it’s best to respond to DDoS incidents within 30 minutes of detecting an attack—

effectiveness of remedial efforts diminishes quickly thereafter. 

• For adequate protection, seamless access to a high-capacity, redundant network and mitigation platform is highly 

recommended. 

• UDP Flood is frequently used for larger bandwidth DDoS attacks because it is easy to generate UDP packets using 

scripts and the methodology is connectionless. 

• To mitigate volumetric-based attacks effectively, we recommend employing Anycast routing technology to 

distribute the footprint of DDoS attacks so that the target(s) are not individually saturated. 

• Since DNS primarily uses UDP, DNS servers also need protection (the connectionless UDP protocol can be spoofed 

easily, making the DNS protocol an extremely popular DDoS attack tool). 

• DNS is a critically important protocol upon which the Internet is based. Its availability is, therefore, of utmost 

importance. 
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Table 1. UDP-based Attack Counts, Q4 2016 - Q2 2017
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4.1 Types of Attack Vectors (across 8,370 total attacks)
• UDP Flood: 24.5% 

• HTTP Flood: 19.6%

• TCP SYN: 15.8%

• ICMP: 9.6%

• IP Fragmentation: 6.6%

4. DDoS Activities
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Figure 2. Distribution of DDoS Attack Vectors

UDP Attacks

UDP attacks can quickly overwhelm the defenses of unsuspecting targets. Speed in detection and response is key to 

thwarting attackers using this volumetric strategy. UDP frequently serves as a smokescreen to mask other malicious 

activities such as efforts to compromise personal identifiable information (PII) or the execution of malware or remote 

codes. In Q2, UDP attacks with random destination ports, UDP 80, and TCP 80 were recorded. The attacks flood ports 

with numerous UDP packets, causing the host to repeatedly check for applications listening at that port. This process 

saps host resources and can ultimately make them inaccessible.
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4.2 Quantity of Attack Vectors

• Single Vector: 23.7% 

• Blended, Multi-vector: 76.3% 

Figure 3. Distribution of Attack Vectors, Q2 2017
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HTTP Flood Attacks

Here attackers attempt to exhaust server resources by either generating valid, volumetric HTTP requests or sessions. 

The most commonly used method to launch such attacks is HTTP Get (images or scripts)/Post (film or forms) 

flooding. Attackers can either initialize a large number of valid sessions or send a large number of requests in a single 

session to inundate the victim’s web servers with answer requests. The process forces servers to allocate maximum 

resources to handle the traffic, so normal requests cannot reach them.

TCP SYN Attacks

TCP SYN takes advantage of the gap in a three-way handshake where the server sends an acknowledgment (SYN-

ACK) back to a client but has not yet received the ACK message in return. This half-open connection causes the 

server to build a data structure in its system memory of all pending connections. The data structures are of finite 

size, and can be made to overflow by intentionally creating too many partially open connections. The half-open 

connections on the victim server will eventually fill, at which time the system will be unable to accept any new 

incoming connections. 
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4.3 Attack Durations

• < 90 minutes: 64.0% 

• 91 - 240 minutes: 16.7% 

• 241 - 420 minutes: 7.2% 

• > 1,201 minutes: 2.3%
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Figure 4. Distribution of Attack Durations, Q2 2017
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4.4 Attack Size Distribution

• < 10Gbps: 90.0%

• 10Gbps - 40Gbps: 9.3%

• > 40Gbps: 0.6%
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Figure 6. Distribution of Attack Sizes < 10 Gbps
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4.5 Global Attack Source Distribution 
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Figure 7. Distribution of Attack Sizes < 500Mbps

Table 2. Top 10 IP Source Countries for Worldwide Attacks

Country (IP Source) Percentage

China

United States of America

Switzerland

Hong Kong

Saudi Arabia

Germany

United Kingdom

France

Australia

New Zealand

Others (Including 78 countries)

34.0%

20.9%

10.1%

5.0%

4.5%

2.7%

2.7%

2.0%

1.6%

1.3%

15.1%
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14.7%
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12.1%

20-30
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6.0%

40-50
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6.0%

80-90
3.4%
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4.6 APAC Attack Source Distribution

4.7 Reflective DDoS Attacks by Autonomous System Number (ASN) 
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AS Number PercentageNetwork Name

42570

4134

37963

4837

7922

45090

7018

26484

133774

16276

Others

10.1%

8.4%

5.8%

3.4%

3.1%

2.2%

2.1%

1.7%

1.5%

1.3%

60.4%

KS-ASN1 (used for Internet security research)

CHINANET-BACKBONE 

CNNIC-ALIBABA-CN-NET-AP 

CHINA169-BACKBONE CNCGROUP 

COMCAST-7922

CNNIC-TENCENT-NET-AP 

ATT-INTERNET4

HOSTSPACE 

CHINATELECOM--FUJIAN-FUZHOU-IDC1

OVH, FR

533 ASNs

Table 4. Top 10 ASN Attack Rankings, Q2 2017

Table 3. Top 10 IP Source Countries for APAC Attacks

Country (IP Source) Percentage

China

Hong Kong

Australia

New Zealand

Vietnam

South Korea

Taiwan

Singapore

Japan

India

Others (Including 5 countries)

74.8%

11.0%

3.5%

2.9%

2.3%

1.8%

1.1%

1.1%

0.5%

0.4%

0.7%
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5. Conclusions

UDP Flood-type Attacks Dominated in Q2 2017 — UDP Flood was by far the quarter’s most 
common DDoS method, surging 168% over Q4 2016. The goal of the attacker is to overwhelm 
system resources, disabling end-users from accessing them. Oversized UDP packets in vast 
numbers are sent to random ports on the victim’s system. When no application is available 
to “listen” at the port, the system replies with an ICMP (Internet Control Message Protocol) 
destination unreachable packet. Consequently, if a large number of UDP packets is handled, 
the victim will be forced to send numerous ICMP packets. In most cases, these attacks are 
accomplished with spoofed IP addresses that mask the attacker’s source address. Moreover, 
UDP Flood can be manipulated to leverage an amplification factor to increase the attack 
size exponentially. 

Growing Threat of IoT Botnets — The recent spread of IoT botnets is thought to be 
behind the substantial growth in UDP-based attacks. Owing to their lightweight nature, 
most are currently capable of only generating plain-vanilla UDP Flood attacks. But as IoT 
devices continue to advance, it is believed that botnet-driven DDoS attacks will soon grow 
significantly in size and in frequency. 

Anycast Routing & DNS Protection — An effective way to mitigate volumetric-based attacks 
such as UDP flood is to employ Anycast routing technology to distribute the footprint of 
DDoS attacks so that the target(s) are not individually saturated. However, because the DNS 
protocol often uses the easily spoofed UDP protocol, it has become an extremely popular 
DDoS tool. Accordingly, DNS servers must also be protected.

Switzerland Reaches the Top 3 Attack Source Ranking — In Q2 the PRC (34%) overtook the 
US (20.9%) as the top attack source country, followed by Switzerland (10.1%), making its 
first-ever appearance in the Top 3 ! Investigators note that DDoS extortionist gangs have 
become increasingly active of late in several European countries, including Switzerland. 
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About Nexusguard
Founded in 2008, Nexusguard is the global leader in fighting malicious Internet attacks. Nexusguard protects clients against 
a multitude of threats, including distributed denial of service (DDoS) attacks, to ensure uninterrupted Internet service. 
Nexusguard provides comprehensive, highly customized solutions for customers of all sizes, across a range of industries, and 
also enables turnkey anti-DDoS solutions for service providers. Nexusguard delivers on its promise to maximize peace of mind 
by minimizing threats and improving uptime. Visit www.nexusguard.com for more information.
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