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Overview

In today’s hypercompetitive business environment, companies have to act swiftly and decisively. Making 

the right judgment call depends on having accurate, real-time data that can be easily translated into 

actionable business intelligence. 

While Big Data can provide tremendous insight, organizations with traditional architectures and software 

cannot readily compute terabytes upon terabytes of data. It simply takes too long to get answers. To gain 

true insight into what’s really happening in an environment, organizations need to be able to visualize 

data in a meaningful way that can deliver maximum returns.

This paper focuses on the application of Big Data and Visual Analytics from a security perspective: How 

to secure an organization and its customers’ information within the context of Big Data and how to use 

proprietary technologies to analyze, and even predict, security incidents. 

Big Data fuels intelligence-driven security

Traditional security systems collect data from 

firewalls, routers, servers, and other infrastructure 

components and present it in a raw format. It 

is difficult to extract useful information from 

unprocessed data, let alone mitigate threats 

based upon it. As attackers get better at 

circumventing security systems, organizations 

need to revamp their approach in order to 

address today’s complex security issues. 

By combining, analyzing, and visualizing 

data from a whole range of IT systems, 

a security monitoring service can, for 

example, display a map showing where 

attacks originate, which websites have 

been targeted, and the current status of the 

user experience. Such information enables 

a better response in the event of a cyber 

attack. 
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The role of visual analytics

Data visualization is an increasingly important component not only of analytics, but also of security 

modeling. There are three main challenges to effective data visualization: 

Understanding data
Before visualization can be leveraged for useful 

and sensible analysis, special domain expertise 

is required to organize the data in a suitable 

context. Understanding where data comes from, 

its intended audience, and how that audience will 

interpret it are questions that need to be answered.

Displaying meaningful results
Visually depicting data in a graph for analysis can 

be meaningful. However, that becomes difficult 

when dealing with extremely large or varied 

datasets. Transforming granular groups of data 

into a visually meaningful representation first 

requires effectively clustering and parsing large 

datasets into higher-level, yet insightful views.

Identifying abnormalities
Visualizing data in a graphical 

representation helps identify trends and 

abnormalities faster than using traditional 

tables and spreadsheets. In the context of 

security, abnormalities reveal previously 

unseen and potentially critical insights. 

But when working with massive amounts 

of data, finding abnormalities is difficult. 

Solutions that can quickly spot and 

highlight abnormalities for further analysis 

are a must-have. 
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Nexusguard Security Monitoring: 
Powered by Big Data

Nexusguard maintains a robust cyber-defense infrastructure that secures many of today’s leading 

enterprises from advanced Internet threats. As the first line of defense, the entirety of an enterprise’s 

critical-services traffic traverses our infrastructure, including both legitimate and abnormal traffic. 

Nexusguard harnesses the power of Big Data to collect security and business intelligence from raw 

traffic and presents it at a graphically immersive customer portal, enabling customers to dive deeply 

— and meaningfully — into their business data. The customer portal structures its dashboard into 

five sections: 

• Overview (Traffic Analysis)

• DDoS Mitigation 

• Web Protection

• Acceleration

• Monitoring

In Nexusguard’s customer portal, data is pulled in real time, enabling business leaders to make sound 

decisions on the spot.

http://nexusguard.com


5White Paper - Secur ity Monitor ing Serv ice nexusguard.com

Security intelligence

Real-time threat information within the DDoS Mitigation and Web Protection sections allows 

managers to make critical decisions to enhance their incident-response and mitigation strategies. 

Armed with actionable intelligence such as attack source, targeted application, and attack pattern, 

managers are enabled to comply immediately with reporting mandates regarding security breaches. 

Analyzed together with traffic analytics, users can identify attack trends to better understand their 

potential impact, and ultimately devise strategies that lead to quicker response and recovery times. 

Detailed event logs can also be used as forensic evidence to support post-event investigations. 

http://nexusguard.com


Business intelligence

Traffic Analytics
At the customer portal, business managers can glean traffic analysis to gain visibility into online 

services and unlock insights about end-users and their behavior at Nexusguard protected sites. From the 

dashboard, managers can see:

• Most popular websites: An overview of the most frequently visited monitored websites.

• Global visitor map: Shows where visitors (legitimate users) and botnets (malicious attackers) are 

coming from, as well as their visit counts and latency, in real time. 

• Mobile visitors: The top five mobile devices used to gain access. 

• Active pages: The most frequently visited pages by number and percentage of page views. 

• Browsers: The types of browsers most frequently used. 

• HTTP errors: Top HTTP error codes and messages sent by the server, enabling administrators to 

troubleshoot and fix their sites. 
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Acceleration

Harnessing distributed content delivery and dynamic caching via a globally distributed network, Nexusguard 

greatly enhances the performance and scalability of web services. Through Acceleration, managers can 

clearly see how content is distributed globally and the service level of each distribution. The amount of content 

offloaded to Nexusguard can also be quantified through Monitoring, which keeps managers informed about user 

performance and the amount of content served from Nexusguard’s globally distributed caches. 
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Health monitoring

Monitoring enables admins to monitor trends in response times and availability of backend servers. Nexusguard 

uses a variety of metrics to monitor server health. In addition to a granular view of bandwidth usage and traffic 

flows of backend servers, the customer portal displays metrics on backend-server availability and health. Users can 

also use a Real-time Traffic Analyzer to capture and view traffic between IDCs and backend servers in real time.

Event Logs

All captured traffic entries are displayed under this section. With a quick glimpse, you can see the time, 

Source IP, URL, User-Agent and Action of these entries.

Select entries to view its details.
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Big Data doesn’t have to be a big challenge

The era of Big Data is here to stay. But Big Data is useful only if it can be interpreted in a 

meaningful way. That requires more than just the capability to capture and store information. With 

its massive log collection and retention capabilities, Nexusguard’s cloud-based Intelligence-driven 

Security Monitoring Service can provide the knowledge needed to make winning business and 

security decisions and gain a competitive edge. And that can make all the difference in today’s 

hyper-competitive business world. 
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Twitter twitter.com/nexusguard

Facebook facebook.com/NXG.PR

LinkedIn linkedin.com/company/nexusguard

nexusguard.com

contact@nexusguard.com

20200716-EN-A4

Founded in 2008, Nexusguard is a leading cloud-based distributed denial of service (DDoS) security solution provider 
fighting malicious internet attacks. Nexusguard ensures uninterrupted internet service, visibility, optimization and 
performance. Nexusguard is focused on developing and providing the best cybersecurity solution for every client across a 
range of industries with specific business and technical requirements. Nexusguard also enables Communications Service 
Providers to deliver DDoS protection solution as a service. Nexusguard delivers on its promise to provide you with peace of 
mind by countering threats and ensuring maximum uptime.
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