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DDoS Bull’s Eye: Online Gaming

Online gaming has become an increasingly prominent part of life for people around the

world. That revenue streaming into Internet coffers has sparked a flurry of DDoS

attacks.

 • Sometimes growth makes you a target

 • How latency issues impact revenue

 • How hard are they hitting?

 • Two basic types of DDoS events

 • Not going away

 • Persistence of DDoS

 • The right solution

Sometimes Growth
Makes You A Target

How Latency
Issues Impact Revenue

Online gaming has seen huge growth over 

the last 10 years. Even back in 2005, the 

industry generated $13.8 billion USD of 

total revenue worldwide.

According to statistics portal Statista, 

which notes that the projected size of the 

online gaming market is $41.4 billion USD 

in 2015, the market tripled in size over the 

past decade.

A side-effect of the growth of Internet gaming is 

that it has become a battleground for distributed 

denial of service (DDoS) attacks. That’s devastating 

because approximately three out of five transactions 

take place in real time, so any latency is crippling to 

business, explains IT security writer Ian Barker.

“Service outages during major sporting events 

can lead to people going to other sites,” he says in 

BetaNews. “Some attacks may therefore be down to 

unscrupulous competitors seeking to steal business.”

The “real-time” issue mentioned above is critical. As 

one security executive explains, just half a second 

will determine whether or not anyone is able to 

effectively use the site – whereas a half-second 

delay in a shopping scenario typically won’t mean 

that you lose the customer. There is also a huge 

influx of traffic on the weekends and preceding big 

sporting events, making it obvious when the DDoS 

should be scheduled.
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How hard are they hitting?
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Barker points to an infographic with statistics that showcase just how thoroughly this industry is under attack.
 • The attacker is at a huge advantage in terms of operational costs, Barker explains. “The average 
   cost of hiring a Botnet is roughly $40/Hour,” the infographic explains. “Every hour of unmitigated 
   DDoS cause a business an average of $40,000, which is… 1000 times… what it costs a hacker.”
 • About 90% of Internet gaming firms had to deal with a DDoS within the past year
 • Approximately 75% of gaming companies were hit multiple times during that period.
 • About half of assaults are believed to come from competitors, whether they perform the attacks
                directly or pay for them. 
 • Around 10% of Internet gaming companies are slammed with a DDoS in any given week.
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Two layer categories of DDoS events

Generally speaking, distributed denial of service (DDoS) attacks overload a server with a huge volume of fraudulent 
requests – basically zombie actions by a widely distributed web of computers under the control of the attacker.

Most DDoS incidents are network or transport layer attacks. In this type of attack, the network or server is 
inundated with requests, causing it to crash.

The other target layer is the application. In this case, the attacker finds a vulnerability that allows it to 
“overwhelm the server or database powering a web application, bringing it to its knees,” notes the infographic.

Not going away

“Hit-and-run” attacks are becoming commonplace. In these scenarios, the attacker keeps hitting the target 
site for days and possibly even weeks. You think it’s gone, you think you solved the problem, and suddenly, 
there it is: the attacker keeps hanging around, harassing you repeatedly.

“Unlike other attacks, hit-and-run situations are not continuous and are designed to specifically exploit
slow-reacting anti-DDoS solutions,” says the infographic. “Despite the sophistication of other kinds of DDoS
threats, these attacks continue to be popular because of their low cost and ease of deployment.”

Persistence of DDoS

The right solution

Here are some basic numbers on the persistence of these attacks, which are now starting to take on a 
similar form to advanced persistent threats:
 • Typically the company that is being targeted gets hit every week.
 • 17% of companies get attacked at least six times.
 • One out of every five network layer attacks go for at least six days.
 • Almost half of victims (47%) get slammed with another DDoS within two months.

DDoS is not just a problem for online gaming. In fact, it is a huge problem for all types of organizations.

Do you want to strengthen your defenses against distributed denial of service attacks? Protected by 
Nexusguard’s globally distributed cloud infrastructure, enterprises experience 100 percent availability during a 
DDoS attack.

Learn more: https://www.nexusguard.com/ddos-protection/application-protection
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Founded in 2008, Nexusguard is a leading cloud-based distributed denial of service (DDoS) security solution provider 
fighting malicious internet attacks. Nexusguard ensures uninterrupted internet service, visibility, optimization and 
performance. Nexusguard is focused on developing and providing the best cybersecurity solution for every client across a 
range of industries with specific business and technical requirements. Nexusguard also enables Communications Service 
Providers to deliver DDoS protection solution as a service. Nexusguard delivers on its promise to provide you with peace of 
mind by countering threats and ensuring maximum uptime.
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