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Watch out! That attack might be a smokescreen for 
more serious cybercrimes.

As DDoS attacks continue to evolve in scale, frequency and sophistication, they are increasingly used 

to disguise more serious forms of cybercrime. 

The financial services sector has been a prime target of DDoS attacks, as witnessed by a series of 

high profile hits on major Wall Street banks between September 2012 and May 2013. In some reported 

incidents, cyber-criminals succeeded in diverting the attention of security staff while defrauding bank 

systems. 

A Distributed Denial-of-Service (DDoS) attack overwhelms a website or network through a flood of 

fake requests generated by compromised systems, collectively known as a Botnet. The goal of DDoS is 

to disrupt the targeted network and deny access to legitimate users. 

In addition to targeted victims, DDoS attacks can cause collateral damage to service providers or data 

centers. While large attacks can slow down or disrupt web services, advanced DDoS attacks target the 

application layer, escalating the magnitude and severity of an attack.
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Real fiscal threat to financial organizations
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Beyond paralyzing a website or blocking a customer from using Internet banking, DDoS attacks have 

been used to mask more dangerous intrusions, including theft of customer data and cyber-heists:

• In January 2015, Finnish banking group OP Pohjola1  was forced to shut down its online banking

and direct-debit services amid a DDoS attack. The Finnish Police are still investigating whether

the attack was linked to other fraudulent activities.

• JPMorgan2 admitted that 76 million households and seven million small businesses had their data

compromised in a 2014 attack. In fact, JPMorgan, along with other US banks, have been vulnerable

to attacks in the past, especially DDoS.

• In 2013, as much as US$9 million was reportedly stolen from ATM machines in 46 US cities within

two hours3. DDoS attacks were believed to be used to misdirect security teams before and during

the robbery.

• On Christmas Eve 2012, an online account of the Bank of the West4 was emptied by

cyber-criminals under the guise of a DDoS attack. US$900,000 was stolen.

In hindsight, DDoS attacks were found to cover up other attacks, such as stealing customer data or 

implanting viruses and malware to penetrate computer networks and gain access to confidential data.
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1 OP targeted in a denial of service attack 
http://www.helsinkitimes.fi/finland/finland-news/domestic/13102-op-targeted-in-a-denial-of-service-attack.html 

2 JPMorgan and Other Banks Struck by Hackers
http://www.nytimes.com/2014/08/28/technology/hackers-target-banks-including-jpmorgan.html

3 Cheapest Way to Rob Bank Seen in Cyber Attack Like Hustle
http://www.bloomberg.com/news/articles/2013-05-06/cheapest-way-to-rob-bank-seen-in-cyber-attack-like-hustle

4 DDoS Attack on Bank Hid $900,000 Cyberheist
http://krebsonsecurity.com/2013/02/ddos-attack-on-bank-hid-900000-cyberheist/
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Assumptions are costly. 
Take preemptive measures today.

Despite the alarming evidence that DDoS is used to hide fraudulent activities, some financial institutions 

are still not taking the threat seriously. Assuming that DDoS is a pure traffic flood is risky at best. 

These attacks are often red flags indicating that something is brewing. The proper response is to raise 

security levels.

It is imperative that management increase the priority for cybersecurity. Below is some advice 

Nexusguard has for protecting an enterprise network and its customers. 

Raise security awareness among employees
Computer Security 101: Everyone across the organization should be suspicious of receiving emails 

from colleagues or friends requesting to open an attachment, especially if they are seeking “urgent help”.

Also, instruct employees to exercise caution if access to a frequently used system is denied or if the 

settings have been modified. These are signs that an intrusion might have taken place. In case of an 

emergency, employees should request support from a 24x7 SOC or a technical team.

Have a DDoS policy in place
At the very least, every organization must have a policy that helps employees —  including those from 

non-technical backgrounds — identify DDoS attacks and recognize the associated risks. Contingency 

plans for responding to customer and media inquiries, as well as how to deal with ransom requests 

should also be prepared in advance.

In February 2015, the US Securities and Exchange Commission (SEC) published a comprehensive 

guideline to help financial institutions develop policies and procedures for protecting their data and 

systems from cyber-attacks. This is a great reference for banks outside of the US to use for formulating 

their own cybersecurity policies. 

In 2014, the Federal Financial Institutions Examination Council (FFIEC) mandated that US banks and 

financial institutions have a plan in place to monitor, handle, and mitigate DDoS attacks.
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Conclusion

With DDoS attacks becoming ever more sophisticated, it is imperative to have proactive and 

comprehensive protection. With the right set of cybersecurity policies and the right protection from 

a DDoS mitigation service provider like Nexusguard, it is possible to dramatically reduce threats and 

damages brought on by cyber-attacks.

Protect your business with Nexusguard
As the global leader in DDoS mitigation, Nexusguard plays a key role in protecting organizations 

worldwide from all types of DDoS attacks and cyber-threats. Our enormous, cloud-based scrubbing 

capacity can handle and mitigate even the largest attacks, while simultaneously rerouting legitimate 

traffic back to original web servers. 

Apart from DDoS attack mitigation, Nexusguard helps companies take preemptive measures by 

conducting simulated attacks and penetration tests. These vulnerability assessment tools help identify 

existing vulnerabilities within networks and discover cracks in security systems. In addition, simulated 

attacks allow organizations to stress test their networks, leading to a better understanding of the strength 

and effectiveness of existing security measures.
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LinkedIn linkedin.com/company/nexusguard

nexusguard.com

contact@nexusguard.com

20150602-EN-A4

Founded in 2008, Nexusguard is the global leader in fighting malicious internet attacks. Nexusguard protects clients against 
a multitude of threats, including distributed denial of service (DDoS) attacks, to ensure uninterrupted internet service.  
Nexusguard provides comprehensive, highly customized solutions for customers of all sizes, across a range of industries, 
and also enables turnkey anti-DDoS solutions for service providers. Nexusguard delivers on its promise to maximize peace  
of mind by minimizing threats. Headquartered in San Francisco, Nexusguard’s network of security experts extends globally. 
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